










Public Security
Korea faces a diverse array of homeland security particularly women’s safety, as the perpetrator 

5challenges aside from the geopolitical tension specifically targeted the victim as a woman.  The 
with neighbouring countries and the persistent use of spycams and illicit filming is also a major 
nuclear threat from North Korea. These issue, with the number of reported cases almost 

6challenges include natural disasters, drones, doubling in the last five years.  The illicit 
maritime territorial disputes, chemical and installation of spycams has been reported in 
biological weapons, as well as threats to its many public places, including schools, hospitals, 
critical infrastructure. Korea relies on a network workplaces and public bathrooms.
of government agencies, the national police 
agency and its armed forces to meet the Korea also has a high rate of traffic fatalities at 
challenge of these threats. 8.1 deaths per 100,000 people, approximately 

60% higher than the OECD average of 5.2. The 
The estimated size of Korea’s homeland security rate of pedestrian fatalities is 3.3 per 100,000, 

7market, including both public and private almost triple the OECD average of 1.0.
expenditure, in 2021 is KRW 5.41tn (GBP 

13.84bn) an increase of 2.3% from 2020.  
Approximately two-thirds of the market focuses 
on physical assets, while the remaining one-third 
represents Korea’s rapidly growing cybersecurity 
market. Korean public sector customers have 
made major improvements in their capabilities in 
recent years, particularly in areas such as 
cybersecurity and anti-drone detection but will 
need to make continued investments in new 
technology to counter emerging threats.

PUBLIC SAFETY

Korean National Police Agency (KNPA) statistics 
show 3,108 reported crimes per 10,000 people, 

2about half that of the UK.  Similarly, the national 
homicide rate is approximately 1.0 per 100,000, 
several times lower than the OECD average of 

33.7.  However, the proportion of Koreans who 
feel safe walking alone at night (67%) is actually 

4lower than the OECD average of 68%.  Major 
public safety issues in Korea include violence 
against women, illicit filming and the high rate of 
traffic fatalities.

In 2016, a high-profile murder of a woman in a 
public toilet near Seoul’s Gangnam station 
highlighted weaknesses in public safety, 

Industry Insider’s 
Thoughts

Out of all public institutions, the 
KNPA leads in the adoption of 
CCTV. KNPA spends the most on 
R&D for security equipment and 
smart safety infrastructure. 

Dr Joo Lak Lee, Professor – 
Department of Industrial 
Security, Chung-Ang University
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Table 1: Cybersecurity Market Size by Total Sales 2020-2022

Source: Korea Information Security Industry Association & MSIT

Contents/information
leakage prevention  

198m 202m 209m

Market Types 2020 2021 2022

Products Network security 300m 313m 325m

ytiruces metsyS 138m 140m 147m

Password/authentication 57m 62m 72m

Encryption 101m 103m 110m

Other 155m 156m 162m

Total 949m 976m 1.02bn

Services Consulting 73m 75m 77m

Maintenance 77m 74m 80m

Projects 129m 133m 139m

Training/education 955,000 1m 2m

secivres noitacitnehtuA 34.8m 37m 44m

Total 314m 320m 342m

government, however, has led local firms to offer KEY PLAYERS
increasingly specialised products that keep pace 
with global best practices.Over half of the Korean cybersecurity market is 

controlled by domestic firms selling largely to 
The largest domestic player is SK Infosec small and medium-sized companies, as well as 
(annual revenue of KRW 270bn or GBP 172m) public sector customers. However, 
which specialises in consulting, monitoring and approximately 40% of the market consists of 
systems integration. SK Infosec is followed by imported solutions, mostly from American 
Ahnlab, best known for its online and network companies such as Microsoft, Symantec and 
security solutions, with annual revenue of KRW Cisco. Industry experts generally regard the 
178.2bn (GBP 113m), anti-DDOS and IDS most sophisticated solutions to come from 
specialists SECUI (KRW) and Wins (KRW) as well overseas, recognising Korea’s comparative 
as Igloo Security (KRW), which offers integrated weakness in both in terms of technology and 
enterprise solutions. In late 2020, SK Infosec human resources in this field. A significant 
merged with a fellow subsidiary of the largest proportion of the domestic companies are SMEs 
mobile telecommunications service provider SK with no very large, specialised players. Growing 
Telecom, ADT Caps, which focuses on physical demand for higher security standards from the 
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Table 2: List of key players in the information security industry

Source: Intralink research

Company 2019 Sales Employees Key Products Key Target Industries  

SK Infosec 172m 1,065 Managing security services, 
consulting, SI

Public sector 

Ahnlab 103m 1,211 Antivirus, online security, 
network security, firewalls, IPS 
and UTM 

Public sector, financial 
institutions 

SECUI 76m 399 Intrusion prevention systems,
anti-DDoS security, vulnerability
analysis, unified management
systems   

Financial institutions,
gaming 

WINS 48m 408 Intrusion prevention, firewall,
DDoS response, APT protection,
integrated security monitoring,
video privacy 

Public sector, financial
institutions 

IGLOO
SECURITY 

48m 864 Managed security service and
enterprise security
management  

Enterprise

KICA 27m 85 Public sector 
institution, financial 
institutions

Licensed Korean certification 
authority; provides identity 
confirmation, secure 
transaction guarantees, 
compensation system

25m 175 Public sector SGA
Solutions

Antivirus, server security, 
firewalls, intrusion prevention 
and VPN

Fasoo 17m 227 Financial institutions, 
gaming

Secure printing solutions

Penta 
Security 
Systems

17.5m 213 Public sector, financial 
institutions

Firewalls, encryption and 
authentication

NICSTECH 7m 119 Enterprise

Genians 15.8m 140

Hancom
Secure 

9.8m 127 Public sector

Raonsecure 18m 205

Inca, 
nProtect

6.4m 122

Personal/enterprise network 
security, web/mobile service 
implementation

Public sector, financial 
institutions

Cloud-managed network access 
control, IT security services

Public sector, financial 
institution

Antivirus software, online 
security

Financial institutions, 
gaming

Security solutions development 
and consulting

Online integrated security 
solutions
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doubled to KRW 53bn (GBP 33m) as the TRENDS
government seeks to build stronger digital 
security systems ahead of the increasing Vulnerabilities in the national ICT infrastructure 
digitisation and connectivity of the economy. are a major concern to the Korean government 
Other areas of spending include developing and the Office of National Security, under the 
mobile-specific security and offering consulting presidential Blue House, recommended a 
services to SMEs lacking sophisticated security number of changes in its 2019 national 

27 protocols.cybersecurity strategy.  The strategy calls for 
developing preventative and response 
technologies that can detect and repel attacks in 
real time, as well as a regulatory framework to 
encourage greater spending on cybersecurity  
from companies and public institutions. The  
strategy identifies raising the competitiveness of 
local industry and increasing the number of 
cybersecurity personnel as a means of achieving 
these greater capabilities.

Other government initiatives also call for major 
investments in cybersecurity, including cloud 
and AI-based cyber solutions, with the goal of 
improving Korea’s ranking in the International 
Telecommunications Union (ITU) global cyber 
security index from 15th to 5th over the next two 

28years.  In January 2021, the Ministry of Science 
and ICT (MSIT) announced KRW 670bn (GBP 
427m) in funding for domestic cybersecurity 

29capabilities.  The plan, in keeping with the 2019 
strategy, aims to improve response capability 
through real- time collection of threat information 
and to develop an infrastructure around securing 
government facilities, cloud service providers 
and data centres. The plan also expands threat 
intelligence to cover sectors such as healthcare 
and education.

The MSIT allocated a total of KRW 240 bn (GBP 
151 m) for information security in its 2021 
budget, an increase of 29% compared to the 

302020 budget.  Approximately one third of the 
spending (KRW 74.7bn or GBP 47.6m) is 
dedicated to information security R&D, while 
spending on incident response planning is 

Industry Insider’s 
Thoughts

“One strength of the Korean 
cybersecurity industry is that the 
private sector actively implements 
government policies and initiatives in 
this area.”

Team Leader of Communication 
Division of East Security
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NETWORK SECURITY

Demand for network security solutions, defined 
by the MSIT as software and equipment capable 
of detecting and preventing attacks on networks, 
grew 10% in 2020 to reach KRW 825m (GBP 
525m) as work-from-home became increasingly 
prevalent during the COVID-19 pandemic. The 
remote work environment especially created 
demand for a network security infrastructure 
across cloud technologies, interconnected 
devices, and virtual private networks (VPN) to 
secure private networks in public spaces. 
Broader government strategy, devised partly in 
response to high-profile attacks, is also creating 
demand for Intrusion Prevention Systems (IPS) 
and DDoS prevention systems.
 
The network security market in Korea is 
expected to grow approximately 10% between 
2020 and 2022, with the public sector a 
particularly strong consumer of network security 

31solutions.  Public sector customers are reported 
to have allocated at least KRW 52.3bn (GBP 
33.3m) in 2021 budget specifically for the 
purchase of network security tools, with notable 
customers including the Ministry of National 
Defence, which plans to spend on KRW 20.9bn 
(GBP 13.3m) on encryption equipment, and 
KISA, which has allocated KRW 5bn (GBP 3.2m) 
on a malware detection system.

Industry Insider’s 
Thoughts

For the Korean government, 
cybersecurity now applies to 
airports, subways systems, nuclear 
power plants, and industrial facilities. 
Security of network infrastructure in 
megacities is especially important as 
LAN wires and underground city 
networks of megacities are most 
vulnerable to network attacks.

Kyu Duk Hong, Professor – 
Sookmyung Women’s University, 
Korea Academic Association of 
Homeland Security (KAAHS)
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Defense solution has a built-in detect and block THREAT INTELLIGENCE AND 
ransomware solution.MONITORING/ INCIDENT RESPONSE

Intelligence gathering and response capabilities 
are a strategic area of focus for the Korean 
government, which is seeking to improve the 
ability of public organizations and small firms to 
respond to threats. The ability to detect and 
respond to cyberattacks is a key part of the 
National Cybersecurity Strategy, as well as the 
2021 MSIT R&D budget. Locally developed 
threat monitoring and response technologies are 
still in a development phase, but many local 
players have an offering, including both 
cybersecurity specialists and IT giants. A new 
development is the introduction of SOAR 
(Security Orchestration, Automation and 
Response) solutions.

More than 50 domestic companies are 
developing related products, including AhnLab 
and Igloo Security, while solutions from global 
players such as Palo Alto Networks and Fortinet 
are also available. However, some end users 
such as Nonghyup Bank are also investing in 
developing their own detect and response 
capabilities, perhaps pointing to the limitations 
of locally developed solutions in meeting 
industry demands.

Korea’s threat intelligence and monitoring 
solution providers have also integrated response 
functions within their products to allow for the 
identification of ransomware attacks and 
malicious code. Korea’s Nuri Lab NAR (Nuri 
Anti-Ransom) provides a security solution which 
detects and blocks cryptographic behaviour and 
ransomware. WidgetNuri offers a whitelist-based 
software authentication blocking, as well as a 
cryptographic detection and blocking solution. 
Through an authentication system, the software 
analyses the action on the operating system to 
detect potential ransomware. The AhnLab Smart 

Industry Insider’s 
Thoughts

The Science and Technology Cyber 
Security Center at KISTI works 
closely with partners in industry and 
academia to detect malicious code 
and develop a coordinated threat 
response system such as the Asia 
Information System.

Young Min Ko, Researcher – 
Science and Technology 
Cybersecurity Centre, KISTI
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Korea has increasingly strict data privacy laws ENDPOINT SECURITY
that mandate the encryption of personal 
information. The Personal Information Privacy The demand for endpoint detection and 
Act (PIPA) was amended in 2016 to require the response (EDR) technologies has been growing 
encryption of sensitive data in various forms, rapidly globally in recent years and Korea has 
such as text, image and video, that may contain been no exception. Market leader AhnLab 
national ID numbers. Further regulatory changes launched its first endpoint security solution in 
in 2020 created higher encryption standards for 2017 and has since diversified its offerings in 
organizations storing large amounts of personal this area to include AhnLab EDR, focusing on 
data while also expanding the type of endpoint detection and response, along with 
information that must be encrypted. Many local AhnLab EPP, an endpoint protection platform.
firms have rolled out database encryption 
solutions to meet the increased demand. Another major player in Korea’s cybersecurity 
Hancom’s SecureDB solution has major market, INCA Internet launched its own endpoint 
customers in the public and private sectors, solution product, called Tachyon, in 2018, which 
including KISA, the National Tax Service, the includes a mobile-specific version. INCA’s 
Ministry of Justice and major financial nProtect is widely used in Korea to secure e-
institutions. Larger players such as SK C&C offer commerce, online gaming and financial 
database encryption modules as security transactions. Samsung SDS offers multiple 
features within platform-level solutions.endpoint solutions, including one through its 

partnership with SentinelOne, a US-based 
company offering an EDR platform that opened 
its Korean office in early 2021. Samsung SDS is 
also an investor in SentinelOne, which is valued 
at USD 3bn (GBP 2.16bn).

ENCRYPTION

Korea relies on the locally developed ARIA and 
SEED encryption technology standards as 
opposed to the internationally recognized AES 
encryption algorithm. In particular, ARIA and 
SEED technology are strongly favoured by the 
public sector and the NIS requires all network 
equipment procured by government entities to 
have encryption functionality based on the ARIA 
or SEED standards. This even the case when 
dealing with facilities not generally considered to 
be sensitive such as educational institutions. The 
United States government has raised this issue 
in its National Trade Estimate report identifying 
trade barriers, including in its most recent 2020 

32update.

Industry Insider’s 
Thoughts

Endpoint threats have increased 
along with the prevalence of remote 
work, as employees used to working 
in an office environment often lack 
awareness of cyber vulnerabilities.

General Manager – Information 
Protection Bureau, KISA

Homeland Security
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AUTHENTICATION

The Electronic Signatures Act was amended in 
December 2020 to authorise private companies’ 
solutions for digital authentication, ending the 
cumbersome reliance on the public digital 
authentication system that required users to 
install Microsoft’s ActiveX plugin. A number of 
major Korean tech firms including Naver, Kakao, 
Payco, BankSign and all three major mobile 
telecommunications service providers, are 
already active in the broader authentication 
market, estimated to be worth KRW 70bn (GBP 

3344.5m).  In December 2020, KB Financial 
Group’s digital signature was selected by MOIS 
for use on government websites, beating out 
four other candidates.

Also in 2020, Korea’s three major 
telecommunications service providers, SK 
Telecom, KT, and LG Uplus, jointly launched a 
blockchain-based digital identity app called Pass 
that can verify the user’s ID and driver’s 

34licence.  The app, powered by the local fintech 
startup Aton, removes the complicated 
authentication procedures typically required by 
apps and websites for identity verification, 
allowing users to verify their identity via a six-
digit number, fingerprint or iris recognition. Pass 
has close to 30 million users, well over half of 
Korea’s total population.

Industry Insider’s 
Thoughts

In Korea, when buying a house or 
taking out a bank loan, dozens of 
documents are required from various 
agencies but in the COVID-19 era, 
authentication systems should adapt 
to a contactless environment.

Dr Ki Hyuk Lee, Professor – 
Department of Industrial Security, 
Chung-Ang University
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IOT

Korea’s IoT market, worth more than KRW 10tn 
(GBP 6.36bn), is among the five largest in the 
world. It is driven by a shift in focus from 
individual devices towards increasingly complex 
platforms and services supported by 5G 

35connectivity.  The market is projected to show 
strong growth in the coming years through 
investments in connected cars, factories, energy 
grids and public facilities. Smart factories, 
relying on technologies such as robotics, 
automation and sensors, have doubled between 

362018 and 2020 to almost 20,000.

The massive projected increase in connectivity 
for a breadth of applications ranging from 
manufacturing to mobility to governance and 
smart cities, as well as the speed of the 
networks utilized, will mean the nature of threats 
will diversify while the time to detect and 
respond will be reduced. All three major 
telecommunications service providers are 
making significant investments in securing the 
5G networks expected to underpin this 
connectivity. The leading suppliers of smart 
factory platforms (Samsung SDS, LG CNS and 
SK C&C) all integrate security into their 
platforms, providing both consulting and 
solutions such as monitoring, access control and 
cloud control. SK C&C is partnering with Google 
Cloud Korea to supply cloud security for its 
smart factory platform.

Industry Insider’s 
Thoughts

While cybersecurity challenges in 
today’s hyperconnected society call 
for a control and monitoring system 
at bird's eye view, the government 
currently lacks capacity to act 
effectively as a central control tower.

Kyu Duk Hong Professor – 
Sookmyung Women’s University, 
Korea Academic Association of 
Homeland Security (KAAHS)
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well as Incheon International Airport (KRW 2.7bn INDUSTRIAL CONTROL SYSTEMS 
40or GBP 1.71m).(ICS)

The SCADA market in Korea began under close Korea's ICS security market size as of 2020 is 
collaboration between foreign and domestic estimated to be KRW 91.3bn (GBP 58.2m) and 
companies. Local SI firm Vitzrosys entered a has grown at an average increase of 48.8% per 

37 partnership with UK-based EuroTherm, to year since 2015.  ICS technology was not 
develop SCADA technology for sale in the traditionally considered within the cybersecurity 
Korean market. Vitzro is the market leader with domain in Korea. However, the rapid increase of 
30% market share, leveraging its broader smart factories, which more than doubled 
strengths in delivering complex systems for between 2018 and 2020 to almost 20,000, has 
public customers such as KEPCO, Korea underscored the importance of ICS technology 
Railroad Corporation and the city of Seoul. Other in the country.
leading companies in the Korean SCADA market 
include Hyundai Electric, a spinoff of global The 2018 cyberattack on Taiwanese chip 
shipmaker Hyundai Heavy Industries, as well as supplier TSMC also prompted many Korean 
LS Electric and Taekwang NC.companies in the energy, manufacturing, and 

utility sectors to begin paying greater attention 
to dedicated protocols and securing equipment 
through ICS systems. POSCO ICT, the technical 
solutions arm of the national steelmaker 
POSCO, announced a jointly-developed ICS 

38solution with Cisco in April 2019.  Meanwhile 
SECUI, one of the leading network firewall 
companies in Korea, is collaborating with Intel to 
develop solutions on ICS security monitoring 
and visualisation systems.

SUPERVISORY CONTROL AND DATA 
ACQUISITION (SCADA)

The market for SCADA in Korea was worth an 
estimated KRW 63.7bn (GBP 40.5m) in 2020, 
growing steadily at an average of 6.3% annually 

39from KRW 50.3bn (GBP 31.9m) in 2016.  
Government-led SCADA projects are the largest 
segment of the market, usually related to the 
conversion of public infrastructure such as 
power plants, airports, and traffic control centres 
into smart facilities. Recent purchases of SCADA 
systems include public utility KEPCO, which 
installed a KRW 13.2bn (GBP 8.4m) system, as 

Industry Insider’s 
Thoughts

Korean companies are increasingly 
adopting operational technology 
solutions, but they usually lack 
awareness and education on 
potential cyber threats.

Ki Bun Kim, General Manager – 
Samsung S-1
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(KITRI) runs the “Best of Best” programme to CERTIFICATIONS
train and develop young security professionals.

A variety of training programmes focused on 
There are five main accreditations offered in the cybersecurity are run by public agencies and 
private sector and two types of certifications universities, often with financial support from the 
issued by the Korea Internet & Security Agency.government. Financial support is expected to 

accelerate as a result of the Korean New Deal. 
The MSIT plans to grow the number of graduate 
schools with security programs from 8 to 12 and 
to support the existing training programs.

KISA established a cybersecurity professional 
training centre in 2012, known as K-Shield, 
offering free month- long training programmes 
for interested professionals. The Korea 
Information Technology Research Institute 

Table 3: Cybersecurity accreditation programmes in Korea

Certification name Website Organisation

Information Security/Industrial 
Engineer

Korea Internet & Security 
Agency

Information Security Management 
System (ISMS) Certification

Korea Internet & Security 
Agency

Certified Privacy Protection General
(CPPG)

Korea CPO Forum

Industrial Security Expert Korean Association for 
Industrial Technology 
Security

Digital Forensic Expert Korean Institute of Forensic 
Sciences

Personal Information Protection 
(PIP)

Korea Information 
Evaluation Association

www.kisq.or.kr

www.kie.or.kr/kiehomepage/fc/li 
cenceISMG1

www.forensickorea.org/exam/

www.license.kaits.or.kr/

www.cpptest.or.kr/

www.isms.kisa.or.kr/main/isms/
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threats.PRESIDENTIAL SECURITY SERVICE

The Protection Bureau is responsible for security Cheong-wa-dae-ro 1, Jongro gu, Seoul
at presidential events as well as visits of foreign www.pss.go.kr
leaders.No. of Employees: 395
 
The Security and Safety Bureau provides safety The Presidential Security Service (PSS) is an 
in the Blue House. It commands the military and independent agency responsible for the 
police units in charge of the Blue House and protection of the president, their families, 
collects information from both domestic and dignitaries and the Blue House, Korea’s 
international sources regarding security. The presidential residence. PSS protects former 
Bureau also establishes safety protocols for presidents and their immediate families for ten 
former presidents.years after leaving the office. PSS is also 

typically deployed at large international events 
The Communication and Logistics Bureau and took part in providing security at the 2018 
manages facilities and transportation services. Pyeongchang Winter Olympic Games and the 
It also develops and operates secure subsequent Paralympic Games.
communications networks, as well as related 
equipment.PSS was expanded significantly in 1974 after the 

assassination of Yuk Young Soo, the wife of the 
The PSS Training centre develops security former President Park Chung Hee. The 
education programs and trains personnel for the organisation gained greater authority over 
field.presidential security operations, including the 

mobilisation of the military and the police force.
Budget and projects

Divisions
In 2019, PSS began cooperation with MSIT, 
research institutes and universities to open the The Planning and Management Bureau is 
National Technology Cooperation R&D responsible for development plans, budgeting, 
Workshop. The participants agreed to external affairs, judicial affairs, public  relations 
collaborate to develop drones, smart CCTVs, and communications. It also collects intelligence 

49wearables and cybersecurity solutions.and conducts analysis regarding security 

Table 4: Presidential Security Service 2021 Budget (GBP)

Categories 2019 2020

Total 56.4m 58m

VIP special guard  10.4m 10m

Equipment and facility enhancement 4.8m 4.6m

Digitisation of security services 1.7m 2.2m

Operation of the security and safety 
education centre

1.3m 1.5m

Homeland Security
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rescue measures in vessel incidents in coastal KOREA COAST GUARD
sea, response to natural disasters and safety 
control for leisure activities. The KCG also 130 Haedoji-ro, Yeonsu-gu, Incheon 
establishes maritime traffic order by providing http://www.kcg.go.kr/english/main.do No. of 
vessel traffic service and controlling port access Employees: 13,661
and oversees the safety measures for various 
types of vessels, from general ships to leisure Founded in 1953 as part of the Korean National 
vessels, especially high-risk vessels with oil Police Agency, the Korea Coast Guard is now an 
tankers or hazardous and noxious substances. independent and external branch of the Ministry 
Prevention and response measures to marine of Maritime Affairs and Fisheries. After the 2014 
pollution are also established by the Coast Sewol ferry disaster that resulted in over 300 
Guard.deaths, the organisation was disbanded and its 

responsibilities were given to the National Police 
For security the Korea Coast Guard protects Agency. In 2017 the Coast Guard was 
maritime territory and sovereignty which involves re-established under the MOIS and later in the 
response to illegal fishing by foreign vessels, same year became a branch of the Ministry of 
protection of critical marine infrastructure, Maritime Affairs and Fisheries.
implementation of marine anti- terrorism 
activities and prevention of the proliferation of Security roles
weapons of mass destruction. The Coast Guard 
also investigates maritime crimes. This includes The Korea Coast Guard’s duties can be broadly 
investigations of crimes related to the fishing divided into safety and security missions.
industry as well as international crimes such as  
smuggling, illegal entry and exit and piracy.For safety, the Coast Guard is responsible for 

maritime disaster management. This includes 

Table 5: Korea Coast Guard 2021 Budget (GBP)

Category GBP

Total 981.9bn

Coastal safety prevention activities3m 3m

Search and rescue enhancement5.8m 5.8m

Coastal rescue equipment2.5m 2.5m

Vessel traffic service operations19m 19m

Satellite equipment maintenance11.2m 11.2m

Counterterrorism enhancement5.8m 5.8m

Information network security480,000 480,000

Golden hour” search and rescue technology R&D 4.9m

Homeland Security
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Table 6: DAPA 2020 Budget

allocations for acquisitions on domestic and DEFENCE ACQUISITION AND 
foreign suppliers. DAPA’s Foreign Purchase Bid PROGRAM ADMINISTRATION

63and Information Service to set out bids.

Building #3,4, Government Complex-Gwacheon, 
DAPA runs the Integrated Project Teams (IPTs) 47, Gwanmun-ro, Gwacheon-si, Gyeonggi-do
organised to manage defence acquisition http://www.dapa.go.kr/
programs with centralized planning, budgeting, No. of Employees: 1,130
quality assurance, and technology management. 
DAPA’s Contract Management Agency houses The Defence Acquisition Program Administration 
the International Contract Department that (DAPA) handles procurement for all branches for 
executes contract on defence equipment from the Korean military, including the Army, Navy 
local and foreign suppliers.and Air Force. DAPA was established as a 

branch of the Ministry of National Defence 
Budget and projects(MND) in 2006 with the goal of centralising 

procurement in a single agency. Prior to the 
DAPA manages approximately 30% of the total establishment of DAPA, defence acquisitions 
defence budget – dedicated to defence was run through its own procurement offices at 
improvement costs, with the remaining 70% each military branch under MND’s administrative 
allocated to the MND for troop operation costs oversight. In addition to procurement, DAPA is 
and force maintenance costs. This figure also involved in development projects related to 
reached 33.3% this year, representing KRW vehicles, vessels and aircrafts.
15.8tn (GBP 10bn) of a KRW 47.6tn (GBP 
30.3bn) budget, the highest since DAPA’s DAPA manages defence contracts and runs 
establishment.technology transfers from research labs to 

production and exercises authority over budget 

Type GBP

Aircrafts 3.9bn

Ships 1.7bn

Guided weapons 1.6bn

Defence business policy support 1.1bn

Mobile firepower 1.1bn

Command reconnaissance 678m

Defence business establishment support 98.3m

Internal transaction expenditure 5.5m
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investing in automation, often with government FUTURE OUTLOOK
support such as a KRW 100bn (GBP 64m) joint 
fund to support the adoption of robotics in Korea has won praise for its management of the 

70manufacturing.  Korea has the highest robot COVID-19 pandemic and more than a year since 
density of robot workers of any major economy, the virus hit Korea, the total number of cases 

64 its 868 robots per 10,000 workers trailing only remains less than 100,000.  Authorities were 
71Singapore’s 918.able to control the pandemic through 

widespread testing, contact-tracing and 
quarantines to limit outbreaks, avoiding 
lockdowns and allowing daily life largely to 
continue as normal. As a result, Korea’s 
economy shrank by just 1.1% in 2020, 
outperforming other OECD member countries 
that saw much larger contractions, including the 

65UK (9.9%), US (3.6%) and Germany (5%).  The 
Korean economy is expected to remain among 
the strongest worldwide, with the IMF 

66forecasting 3.1% growth in 2021.

Government strategy to generate growth in the 
post-pandemic years will revolve around the 
Korean New Deal, a KRW 160tn investment in 
large-scale digitisation and decarbonisation of 

67the economy, government and society.  Over 
one-third of the public funding (KRW 44.8tn or 
GBP 28.5bn) will focus on the development and 
utilisation of technologies such as AI, big data 
platforms and 5G connectivity. Approximately 
KRW 1tn (GBP 640m) in cybersecurity funding 
will improve the defensive capabilities of small 
and mid-sized businesses, while also seeking to 
incubate an ecosystem of 100 cybersecurity 
startups.

Another key issue over the long term is the low 
birth rate and rapidly aging population. Korea 
has the lowest birth rate in the world at 0.84 as 
of 2020 and the population began dropping in 

682020, a year earlier than expected.  
Approximately 14% of Koreans are currently 
over the age of 65, but this figure is expected to 

69more than triple over the next 20 years.  
Companies are beginning to respond by 

Industry Insider’s 
Thoughts

The Korea New Deal and broader 
digital transformation underscore the 
need for new cyber solutions as 
cyber threats and attacks become 
increasingly sophisticated.

General Manager – Information 
Protection Bureau, KISA
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quantum key distribution (QKD), as well as KT’s EMERGING TECHNOLOGIES
locally developed quantum encryption for 5G 

74data.Korea invests heavily across its public and 
private sectors in the development of new 
technologies, ranking fifth amongst OECD 
countries for R&D spending as a percentage of 

72GDP  and fourth worldwide in the number of 
73international patent filings.  There is strong 

demand from various government agencies for 
innovative technologies that can increase their 
defensive, surveillance or protective capabilities. 
These technologies include mobility, cloud, AI 
and big data, with applications in multiple 
security sectors.

Major automotive OEMs such as Hyundai and 
KIA are investing in mobility applications such as 
autonomous and airborne vehicles. Other 
companies, such as major defence contractors 
LIG Nex1 and Hanwha, are seeking future 
growth by exploring the development of 
unmanned aerial and underwater vehicles, as 
well as related systems. For example, the Korea 
Airport Corporation is working with SK Telecom, 
Hanwha Systems and the public Korea 
Transport Institute on a long-term project to 
commercialise air taxis. The project is in its early 
stages and is expected to enter a trial phase by 
2025.

The development of new cybersecurity 
technologies is an area of strategic interest for 
government, network operators and hardware 
manufacturers alike. Government funding is 
supporting the development of detect and 
response capabilities as part of an existing push 
to secure digital infrastructure, as well as to 
prepare for the coming increase in digitisation 
through the Korean New Deal. Major 
telecommunications operators are leading a 
push towards commercializing quantum 
cryptography, including SK Telecom’s 
partnership with Swiss ID Quantique to develop 

Industry Insider’s 
Thoughts

As COVID-19 continues and untact 
services grow, the government has 
announced the Digital New Deal 
strategy. In 2021, in order to support 
this ICT strategy, the MSIT has 
allocated KRW 670bn in budget for 
cybersecurity projects. One of the 
areas of interest is international 
cooperation. The Korean government 
welcomes and encourages foreign 
companies with advanced 
technology to form partnerships for 
cooperation with local companies.

Deputy Director – Information 
Security Planning Division, 
Ministry of Science and ICT (MSIT)
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Urban air mobility (UAM) is an area of interest for MARKET OPPORTUNITIES
automotive OEMs such as Hyundai, all three 
telecommunications service providers and public UK companies will find opportunities across 
organisations such as the Korea Airport Korea’s various security sectors in areas where 
Corporation. Many projects are in the planning domestic firms are not yet capable of producing 
stage over the next year or two, with trial high-quality solutions, as well as security-
deployments set to begin as early as 2023 and specific applications of technologies such as AI 
projected to continue for multiple years. and data analytics. Innovative technologies and 
Companies with technology capable of enabling solutions that can help government customers 
UAM or securing its infrastructure will be in high achieve their policy goals will also receive 
demand, though regulatory or standards issues interest from government customers, as well as 
across countries could be an obstacle.Korean companies capable of building complete 

systems for delivery to those customers.

Advanced AI solutions and data processing 
capabilities with security applications will find 
broad interest from multiple sectors in the 
security industry, including surveillance, disaster 
response and threat recognition. Incheon 
Airport, for example, has a specific interest in the 
use of data analytics for monitoring aircraft 
navigation, while the Korea Coast Guard is 
seeking to build predictive models for identifying 
accidents through the collection and analysis of 
data from vessels. Vision systems, such as those 
capable of analysing or searching CCTV footage, 
will find public security applications, including 
for post-pandemic protocols.

Advanced cybersecurity solutions, as well as 
specialized professional services, will be in 
demand as Korea undertakes further digitisation 
of its economy and particularly its government. 
The continued threat of cyberattacks from North 
Korea and elsewhere will put a premium on the 
ability to protect major companies, public 
institutions, banks and other sensitive targets 
from intrusion. The drive towards cloud 
autonomy, where Korea’s tech companies seek 
to develop domestic cloud computing 
infrastructure, will further create opportunities for 
UK companies able to secure this infrastructure.

Industry Insider’s 
Thoughts

On any given day, many actors 
attack Korean society. Those entities 
could be North Korean, Chinese, or 
other actors looking to steal money, 
information or to cause harm. The 
UK is a natural partner for Korea to 
defend itself against these kinds of 
intrusions.

In-Bum Chun, Retired Lieutenant 
General
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BACKGROUND

The Public Procurement Service (PPS) is the 
central public procurement agency that 
manages the purchase of goods, equipment and 
services on behalf of Korean government 
agencies. Public procurement of goods and 
services exceeding the value of approximately 
USD 85,000 (GBP 61,000) and construction 
projects exceeding USD 2.54m (GBP 1.83m) are 
typically made through PPS. The role of PPS in 
public procurement varies among different 
organisations and industries.

Aside from overseeing public procurement, the 
PPS’s range of responsibilities includes 
standardisation of procurement procedures and 
provision information on bidding contracts, 
specified products, pricing, suppliers and 
government customers. PPS also manages 
stockpiling of raw materials and construction 
projects concerning real estate owned by the 
Korean government.

Table 7: Total value of completed public procurement contract by the PPS (GBP)

Source: Intralink research

Type of procurement 2018 2019 2020

Total 37bn 41.5bn 44bn

Domestic 17bn 20.4bn 22bn

Construction 19.5bn 20.5bn 21.4bn

Foreign 288m 363m 362m

Stockpile 164m 105m 170m

Homeland Security
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